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Several Points

* | don’t have the mid-term exam question prepared yet

* Here, | will list all the i'O_piCS that | think are important

* |If one topic | didn’t mention, then | won’t test it

* [tis aboutthe topic, not the slides
* Ifl didn’t mention one slides, but | do mention the topic, | probably will cover it
* There are too many slides if | include every slides about that topic

* It will be fast, | won’tteach it again

* Ask questions, if you have any
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Chapter 1: introduction

Chapter goal:

e Get “feel,” “big picture,”
introduction to terminology

* more depth, detail /ater in

course

Overview/roadmap:

What is the Internet? What is a
protocol?

Network edge: hosts, access network,
physical media

Network core: packet/circuit switching,
internet structure

Performance: loss, delay, throughput
Protocol layers, service models
Security
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Billions of connected
computing devices:
= hosts = end systems

" running network apps at
Internet’s “edge”

Packet switches: forward
packets (chunks of data)

= routers, switches

Communication links
= fiber, copper, radio, satellite
= transmission rate: bandwidth

Networks

= collection of devices, routers,
links: managed by an
organization

The Internet: a “nuts and bolts” view

mobile network

national or global ISP

content
provider
network

U
network

enterprise
network
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Host: sends packets of data

host sending function: Packet (S

= takes application message bits IDIDINININNININIRINE

= breaks into smaller chunks,

known as packets, of length L bits .
Communication

" transmits packet into access
network at transmission rate R - _'-
* link transmission rate, aka link
capacity, aka link bandwidth

What's the transmission rate R, link capacity or link
bandwidth?
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Host: sends packets of data

Link transmission rate R, aka Link Capacity, aka link bandwidth

Communication

Packet (N
VT o o -.—
|‘ 1 second _|
1 second
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Host: sends packets of data

Link transmission rate R, aka Link Capacity, aka link bandwidth

Packet transmission delay
 How long it takes for transmitting all the bits into the network or communication link

|‘ 1 second _|

A packet with 10 bits

10 [OI11110
bits
packet time needed to .
. U-5second | transmission = transmit L-bit = L_(b'ts)
delay packet into link R (bits/sec)
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Chapter 1: roadmap

* Network core: internet structure,
routing and forwarding
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The network core — Routing

* Routing: Finding the Correct/Optimal path from source to

destination |
Forwarding:
A Mesh of Routers A\ = [ocal action: move
<. R =% ) arriving packets from

router’s input link to

- appropriate router output
T,\““—-——-——i\% \A\Destination li EIF() P P
Forwarding: == .
A Q ™ Routing:
California  Uath Riare) P New York = global action: determine

source-destination paths
taken by packets
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Packet-switching: store-and-forward

* Forward is also called switching
= store and forward: entire packet must arrive at

router before it can be transmitted on next link Forwarding:
Packet Switch " aka “switching”
Router " [ocal action:
move arriving
I packets from
Packet router’s input link
) S W __ to appropriate
= ™ = router output link
— B —
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Chapter 1: roadmap

e Performance: loss, delay, throughput
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How to send a packet via network

@ Communicatio

1 R—
Source Router

Step 1: Transmit the packets into the link

Packet

bits

| 1 second

dians: transmission delay:

= [: packet length (bits)

= R: link transmission rate (bps)
=d._.=L/R Link capacity: 10 bit/sec
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How to send a packet via network

@@ Communicatio

1 R—
Source Router

d,op: Propagation delay:
= d: length of physical link

Packet

bits

Step 1: Transmit the packets into the link
Step 2: The packet bits propagates to the

router = s: propagation speed (~2x10% m/sec
="y, =d/s
Gl )
Source Router
) 7 .
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How to send a packet via network

Communicatio Communicatio

nLink @8  plink
ﬁ = @ dians: transmission delay:

_ .
Source Router Router = |: packet length (bits)
= R: link transmission rate (bps)

Step 1: Transmit the packets into the link
p p " dtrans = L/R

Step 2: The packet bits propagates to the
— (e

router
Router Link capacity: 10 bit/sec

==
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How to send a packet via network

Communicatio Communicatio
n Link CLC L) n Link
s~ s
50 bit/s 10 bit/s
Source Router Router
Key point: dyueve: queueing delay
Router takes transmission delay to transmit a packet to the link = time waiting at output link for
* The packet may arrive faster than the packets get out of the transmission

router
* The later arrived packets must wait at the router until all the
packets arriving before it are transmitted into the link router

* depends on congestion level of

Introduction: 1-15



Chapter 1: roadmap

* Protocol layers, service models
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Structure of the layer design

Source Destination
Applications Applications
Send Data Receive Data Receive Data Send Data
\ B Protocol \—
Networks N etworks

= Service: What a layer does
= Service interface: How to access

the service
* |nterface for the layer above

Protocol interface: How peers
communicate to implement service
— Set of rules and formats that govern
the communication between two
Internet hosts
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Layered Internet protocol stack

" application: supporting network applications
* HTTP, IMAP, SMTP, DNS

" fransport: process-process data transfer
* TCP, UDP

= network: routing of datagrams from source to
destination

* |IP, routing protocols

" [ink: data transfer between neighboring
network elements
* Ethernet, 802.11 (WiFi), PPP

" physical: bits “on the wire”

application
transport

network

link

physical
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Client-server paradigm

server:
= always-on host

=" permanent IP address

= often in data centers, for scaling

clients:
= contact, communicate with server
" may be intermittently connected
" may have dynamic IP addresses
" do not communicate directly with
each other

= examples: HTTP, IMAP, FTP
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Peer-peer architecture

" no always-on server

= arbitrary end systems directly
communicate

= peers request service from other
peers, provide service in return to
other peers

* self scalability — new peers bring new
service capacity, as well as new service
demands

" peers are intermittently connected
and change IP addresses
¢ complex management

= example: P2P file sharing
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Sockets (interface) and Protocols

= process sends/receives messages to/from its socket

" Process communicate with process on the other host via application
layer protocols

Host: IP 192.168.1.1 Host: IP 192.168.1.1
Application IPC Application Layer IPC Application
Layer A . Protocols » N Layer

Transport Sockets Sockets § Transport
Layer Layer
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Application layer: overview

= Web and HTTP
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HTTP connections: two types

Client Server
Non-persistent HTTP ¢ ¢ ‘,
1. TCP connection opened " , “
TCP connection reques;
2. at most one object sent ICP connection built
- HITP t
over TCP connection P response > PN
3. TCP connection closed TCP Close
: : TCP connection regueﬁt
downloadlng. mUItIple_ TCP connection built
objects required multiple T —
connections L e Sponse i@]

TCP Close
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HTTP connections: two types

Client Server
Persistent HTTP ¢ ' ¢ ,
=" TCP connection opened to . .
CP connection reques;
d server TCP connection built
. . HTTP request

" multiple objects can be P response > PN

sent over single TCP HTTP request r J

: . HTTP

connection between client, < esponse “z?)

and that server - HITp request |
= TCP connection closed TCP Close
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Non-persistent HTTP: response time

RTT (Round-Trip Time): time for a
small packet to travel from client to
server and back

HTTP response time (per object):
= one RTT to initiate TCP connection

= one RTT for HTTP request and first few
bytes of HTTP response to return

= object/file transmission time

initiate TCP
connection

RTTX

request file ——

time to
RTTH ¥ transmit
: . Y file
file received

A

ti

4 v

me time

Non-persistent HTTP response time = 2RTT+ file transmission time
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Web caches

Goal: satisfy client requests without involving origin server

" user configures browser to
point to a (local) Web cache

" browser sends all HTTP
requests to cache

* jf object in cache: cache
returns object to client

 else cache requests object
from origin server, caches
received object, then
returns object to client

client

origin
server
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Caching example

Scenario:
= access link rate: 1.54 Mbps Eﬂ E Eﬂ Eﬂ origin

RTT from institutional router to server: 2 sec servers
= web object size: 100K bits

Internet
u dverage request rate from browsers to origin ﬂ

servers: 15/sec @

= avg data rate to browsers: 1.50 Mbps .

)’2 1.54 Mbps
Performance: access link

: e roblem: Iargeg w1 institutional ==
= access link utilization p - S
twork
queueing delays networ 1 Gbps LAN

= LAN utilization: .0015 at high utilization!
. _ Y
end-end delay = Internet delay + ,S QQ

access link delay + LAN delay T
= 2 secC ++ usecs

public
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Application layer: overview

" E-mail, SMTP, IMAP
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Video Streaming Applications

= Challenge: video quality and channel capacity

Server |

&

8K video

Downloading the

|

|

|

| 2" yideo chunk
500Mbps : 5Mbps

é Buffer |

User : '
Video play a
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Transport layer: overview

Our goal:
" understand principles = learn about Internet transport
behind transport layer layer protocols:
services: * UDP: connectionless transport
* multiplexing, * TCP: connection-oriented reliable
demultiplexing transport
* reliable data transfer * TCP congestion control

 flow control
e congestion control
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Chapter 3: roadmap

Multiplexing and demultiplexing

Principles of reliable data transfer

Connection-oriented transport: TCP

Transport Layer: 3-32
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